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Abstract Original Research Article

Network intrusion detection remains a critical line of defense in modern networks. This study evaluates and benchmarks a
range of classical and modern machine-learning algorithms for network intrusion detection, and proposes ensemble
strategies to improve detection rate and robustness. We perform experiments on multiple publicly available datasets
covering different traffic scenarios and attack types, including KDD Cup 99 / NSL-KDD, UNSW-NB15, CIC-IDS2017
and CSE-CIC-IDS2018. For each dataset we apply consistent preprocessing, feature engineering, and class-imbalance
handling; model selection uses stratified cross-validation and hyperparameter tuning. Algorithms evaluated include Logistic
Regression, SVM, k-NN, Decision Trees, Random Forest, XGBoost, LightGBM, MLPs, CNN and LSTM-based deep
models, and unsupervised/anomaly detectors such as Isolation Forest and Autoencoders. We design and test ensemble
strategies (bagging/voting, stacking, and hybrid ensembles combining anomaly detectors with supervised classifiers).
Models are compared on detection metrics (precision, recall, F1), ROC-AUC and PR-AUC, plus operational metrics (false
alarm rate, detection latency, throughput). Statistical tests (paired t-test, McNemar) establish significance. Results show
ensemble stacking that blends tree-based learners and deep classifiers improve recall for minority attack classes while
keeping false alarms acceptably low. We provide open experimental code, tuned hyperparameters, and guidance for
deploying the most promising models in production IDS pipelines.

Keywords: Network Intrusion Detection, Machine Learning Algorithms, Performance Evaluation, Ensemble Learning,
Benchmarking.
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1. INTRODUCTION

In an era of rapidly increasing cyber
threats, network intrusion detection systems
(NIDS) play a crucial role in safeguarding digital
infrastructures. As organizations move more

stealthy intrusion techniques. Traditional
signatures or rule-based detection methods are
inadequate against novel or zero-day attacks,
leaving gaps in defense (Chou & Jiang, 2020;
Current Status and Challenges....).

operations online—leveraging cloud computing,
Internet of Things (loT), industrial control
systems, and connected autonomous Ssystems—
the complexity and diversity of network traffic
grow accordingly. Attackers exploit this
complexity via sophisticated, adaptive, and often
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Machine Learning (ML) and Deep Learning
(DL) have emerged as promising tools to address
these challenges. They can learn complex
patterns from large volumes of traffic data and
generalize to unseen or changing attack profiles.
However, deploying ML/DL in NIDS is
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nontrivial. Key issues include data imbalance
(many more benign flows than attack flows),
feature redundancy or high dimensionality,
dataset representativeness (many datasets are
simulated or lab-based rather than real traffic),
false positive rates, and computation/latency
constraints for real-time detection (Chou &
Jiang, 2020; Unavailability of up-to-date
datasets...; Scalability & interpretability issues).

Ensemble learning methods—where multiple
models are combined in some way (voting,
bagging, boosting, stacking, etc.)—offer a
potential way to mitigate some of these issues.
By pooling strengths of different learners (e.g.,
combining models that excel at different types of
attacks or different feature spaces), ensembles
can reduce variance, improve robustness, and
often achieve better detection accuracy while
keeping false alarms manageable. Recent studies
show that ensemble methods outperform many
individual base learners on standard datasets
(Zhou, Cheng, Jiang & Dai; Machine Learning-
based network intrusion detection for big and
imbalanced data...).

This research is motivated by the gap between
published algorithmic improvements and their
evaluation under consistent, realistic, and
comparative settings. Many existing works
highlight strong performance using certain
datasets, but vary in preprocessing, features
used, class balancing strategies, or even in which
attack types are included, making direct
comparison difficult (Aouatif et al.; Present work
on loT ensemble); furthermore, few studies
combine cross-dataset evaluation or statistical
significance tests to assess generalization
(ensemble-learning framework studies).

Therefore, this research aims to provide a
thorough benchmarking of machine learning and
ensemble models for intrusion detection under
unified preprocessing pipelines. It explores how
feature selection, class imbalance handling, and
ensemble design impact performance metrics
like detection rate, false positive rate, F1-score,
ROC-AUC, and operational efficiency. The end
goal is to deliver insights on which model types
and ensemble strategies are most reliable and
practical in real-world conditions, not just ideal
conditions.

2. Methodology and Analysis
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This research adopts a quantitative
experimental methodology to evaluate and
benchmark the performance of various machine
learning algorithms for network intrusion
detection. Publicly available datasets such as
NSL-KDD, UNSW-NB15, and CIC-IDS2017
are utilized to ensure reproducibility and
fairness. Data preprocessing involves cleaning,
normalization, and feature selection to enhance
model learning and reduce redundancy. Several
supervised and unsupervised algorithms—
including Decision Tree, Random Forest,
Support Vector Machine (SVM), XGBoost, and
Neural Networks—are implemented and
compared.

An ensemble learning approach (bagging,
boosting, and stacking) is employed to combine
the strengths of individual models for improved
accuracy and robustness. The models are
evaluated using precision, recall, F1-score,
ROC-AUC, and false alarm rate. Statistical tests
such as paired t-test and McNemar’s test are used
to verify the significance of results. Analytical
visualization techniques, including confusion
matrices and performance plots, are applied to
interpret and validate findings effectively.

3. Research Questions

This study is guided by research
questions designed to evaluate how machine
learning and ensemble techniques can improve
the effectiveness and reliability of network
intrusion detection systems (NIDS). The goal is
to identify which algorithms or combinations
offer the best trade-off between detection
accuracy, false alarm rate, and computational
efficiency across diverse network datasets.
These questions help focus the study on
measurable outcomes, ensuring that the analysis
not only compares model performance but also
examines real-world applicability,
generalization, and ethical deployment of
intelligent security systems.

i. How do individual machine learning
algorithms compare in terms of accuracy,
detection rate, and false alarm rate for
network intrusion detection tasks?

ii. Can ensemble learning approaches
significantly improve the performance and
robustness of intrusion detection systems
compared to single models?
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iii. What is the impact of dataset
characteristics and feature engineering on
the effectiveness and generalization of
intrusion detection models?

4. Research Hypotheses

This study is built upon testable
hypotheses that examine the effectiveness of
various machine learning and ensemble
approaches for network intrusion detection. The
hypotheses provide a framework for evaluating
whether combining multiple algorithms can
yield better detection accuracy and stability than
using individual models. They also help
determine the influence of data characteristics
and preprocessing techniques on model
performance, ensuring that findings are
grounded in empirical evidence.

1. Hi: Ensemble learning models will
achieve significantly higher detection
accuracy and lower false alarm rates than
individual machine learning algorithms in
network intrusion detection tasks.

2. Ha: The performance of machine learning
algorithms for intrusion detection is
significantly influenced by the quality of
feature  engineering and  dataset
preprocessing.

3. Hs: There is a statistically significant
difference in the generalization ability of
different machine learning algorithms
when evaluated across multiple intrusion
detection datasets.

5. Literature Review

The literature review explores previous
studies on the application of machine learning
techniques in Network Intrusion Detection
Systems (NIDS) and highlights the progress,
limitations, and research gaps that informed this
study. Over the years, researchers have applied
various algorithms—such as Decision Trees,
Support Vector Machines (SVM), Naive Bayes,
K-Nearest Neighbors (KNN), and Neural
Networks—to  detect malicious network
activities. These methods have shown promising
results but often suffer from issues like high false
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alarm  rates, overfitting, and limited
generalization to new attack patterns.

Recent studies emphasize the effectiveness of
ensemble learning approaches, including
bagging, boosting, and stacking, which combine
multiple models to improve accuracy and
robustness. For instance, Random Forest and
XGBoost have been shown to outperform single
classifiers on datasets such as NSL-KDD and
CIC-IDS2017. Despite these advancements,
challenges remain in ensuring real-time
detection, dataset quality, and model
interpretability.

5.1 Conceptual Framework

The conceptual framework for this
research  underpins how the various
components—datasets, feature preprocessing,
individual machine learning models, ensemble
methods, and evaluation—interact to yield
improved network intrusion detection. It maps
out the key constructs and their relationships,
guiding both system design and empirical
analysis. Below is a description of the
framework, followed by a diagrammatic outline
(conceptually), and supporting references from
recent literature.

Components of the Framework
1. Datasets & Environment

e Use of multiple benchmark intrusion
detection datasets (e.g., NSL-KDD,
UNSW-NB15, CIC-IDS2017) to ensure
diversity in traffic types, attack categories,
and levels of class imbalance.

e Consideration of different network
contexts (IoT, enterprise networks, real vs
synthetic traffic) to test generalization and
real-world applicability.

2. Preprocessing & Feature Engineering

e Cleaning and
normalization/scaling,
categorical features.

deduplication,
encoding

e Feature selection/reduction (e.g. Chi-
square, correlation-based, wrapper or filter
methods) to remove redundant, irrelevant,
or noisy features.
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e Handling class imbalance via
oversampling, undersampling, synthetic
data (e.g., SMOTE), or cost-sensitive
learning.

3. Individual ML Models

e Classical and modern supervised learning
methods (e.g. Decision Trees, Random
Forests, Support Vector Machines,
Gradient Boosting, Neural Networks).

e Possibly unsupervised or anomaly
detection models for detection of
novel/unseen attacks.

4. Ensemble Methods

e Ensemble strategies combining individual
models; examples: voting (hard/soft),
bagging, boosting, stacking.

e Hybrid ensembles e.g. combining anomaly
detectors with supervised models; class-
leader/per-class models (in some works,
each attack class has a leader model) (as in
LCCDE).

5. Evaluation & Metrics

Detection metrics: precision, recall, F1-
score, ROC-AUC, PR-AUC.

Operational metrics: false positive rate, detection
latency, inference time or computational cost.

Robustness/generalization: cross-dataset testing;
performance on rare/low frequency attack
classes.

Statistical analysis for significance of differences
among models.
Relationships & Hypothesized Paths

Better  preprocessing /  feature
engineering leads to improved performance for
both individual models and ensemble models
(less noise, better signal).

Ensemble methods are hypothesized to
outperform base models, especially in terms of:

¢ higher detection rate,
o lower false positives,

e Detter performance on rare attack classes
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Class imbalance handling is expected to
moderate performance: models (both base &
ensemble) with imbalance adjustments perform
better on minority classes.

Performance gains should generalize across
datasets; i.e., an ensemble model trained under
good preprocessing on Dataset A should still
perform well when tested on Dataset B.

5.2 Theoretical Framework

The theoretical framework provides the
foundational theories and principles that support
the design, implementation, and evaluation of
this research on Performance Evaluation and
Benchmarking of Machine Learning Algorithms
for Network Intrusion Detection: An Ensemble
Approach. It connects the research objectives to
established scientific concepts, offering a lens
through which the study’s processes and
outcomes can be understood and justified.

This study is primarily grounded in three
interrelated theoretical underpinnings: Artificial
Intelligence Theory, Ensemble Learning Theory,
and Information Security Theory.

1. Artificial Intelligence and Machine
Learning Theory: At the core of this
research lies Artificial Intelligence (Al)
theory, which focuses on building systems
capable of simulating intelligent behavior.
Within Al, Machine Learning (ML) theory
provides the basis for developing models that
learn from data to make predictions or
decisions without explicit programming
(Mitchell, 1997). According to ML theory,
learning occurs when an algorithm improves
its performance on a given task through
experience. For network intrusion detection,
the task is classifying network traffic into
normal or malicious categories based on
training data. Models such as Decision Trees,
Support Vector Machines (SVM), Random
Forests, and Neural Networks operate under
this theory, learning decision boundaries or
patterns from features extracted from network
traffic (Russell & Norvig, 2021).

Thus, the theoretical foundation asserts that with
sufficient and representative data, ML
algorithms can generalize from observed
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network behaviors to unseen attack patterns,
making them effective for intrusion detection.

2. Ensemble Learning Theory: Ensemble
Learning Theory posits that combining
multiple learning algorithms can produce a
more accurate and robust predictive model
than any individual algorithm (Dietterich,
2000). This principle, known as the “wisdom
of the crowd”, suggests that individual
models often make different errors, and by
aggregating them—through methods such as
bagging, boosting, or stacking—these errors
can be minimized.

For example:

Bagging (Bootstrap Aggregating) reduces
variance by training multiple models on
random subsets of data and averaging their
predictions (Breiman, 1996).

Boosting, such as AdaBoost or XGBoost,
sequentially trains weak learners, focusing on
misclassified samples to reduce bias (Freund
& Schapire, 1997).

Stacking combines heterogeneous models
using a meta-learner that learns optimal
combinations of base predictions.

In the context of this study, ensemble theory
supports the hypothesis that integrated models
(e.g., combining Decision Trees and Neural
Networks) can achieve higher detection
accuracy, better generalization, and lower false
positive rates than single classifiers.

3. Information  Security and Intrusion
Detection Theory: This research is also
anchored in Information Security Theory,
particularly the principles of Confidentiality,
Integrity, and Availability (CIA), which
define the fundamental objectives of
cybersecurity (Whitman & Mattord, 2020).
Intrusion detection systems (IDS) operate
within this theoretical domain to ensure the
protection of network resources by
identifying unauthorized access or abnormal
activities.

Traditional IDSs, grounded in Anomaly
Detection Theory, rely on establishing a normal
profile of system behavior and flagging
deviations as potential intrusions (Denning,
1987). By integrating this concept with ML,
modern IDSs can automatically learn and adapt
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to evolving network environments, thereby
detecting both known and novel attacks.

4. Integration of Theories

The theoretical framework integrates
these concepts into a unified structure for the
research:

i. Al and ML Theory provide the
foundation for designing algorithms
capable of learning from data.

ii. Ensemble Learning Theory justifies the
use of multiple algorithms to enhance
predictive accuracy and robustness.

iii. Information Security Theory
contextualizes  the  study  within
cybersecurity, explaining the relevance
and necessity of developing advanced
intrusion detection systems.

These theories collectively explain  how
intelligent, adaptive systems can effectively
analyze network data to distinguish between
legitimate and malicious activities. The
integration of ensemble learning into IDS
development thus represents a synthesis of
computational intelligence and security science.

5. Implications of the Theoretical

Framework
The theoretical framework underpins the
research  hypotheses and  guides the
methodological choices. It explains why

ensemble approaches are expected to outperform
single models and why machine learning is
suitable for intrusion detection in dynamic
network environments. Furthermore, it provides
a conceptual basis for interpreting findings—
linking  improved performance  metrics
(accuracy, F1-score, etc.) to the synergistic
power of combined learners.

In essence, the theoretical framework reinforces
that machine learning-based ensemble models
can significantly enhance network security
through automated, intelligent, and adaptive
detection mechanisms, aligning with both Al and
cybersecurity principles.

5.3 Empirical Framework

The empirical framework provides the
practical foundation upon which this study on
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Performance Evaluation and Benchmarking of
Machine Learning Algorithms for Network
Intrusion Detection: An Ensemble Approach is
conducted. While the theoretical framework
explains why the study is grounded in certain
theories  (Al, ensemble learning, and
cybersecurity  principles), the  empirical
framework explains how these theories are
operationalized—detailing the real-world data,
variables, analytical methods, and experimental
setup that enable objective evaluation and
validation.

1. Purpose of the Empirical Framework

The goal of the empirical framework is to
translate theoretical concepts into measurable
variables, test hypotheses, and produce empirical
evidence on how ensemble learning improves
the performance of network intrusion detection
systems (NIDS). It establishes the step-by-step
process through which data is collected,
processed, modelled, and analyzed to assess
machine learning algorithms and ensemble
combinations.

2. Research Variables

The empirical framework identifies
independent, dependent, and control
variables:

I. Independent Variables: These are the
different machine learning algorithms and
ensemble methods applied in the study,
including Decision Tree, Random Forest,
Support  Vector  Machine  (SVM),
XGBoost, and Neural Networks. The
ensemble techniques—bagging, boosting,
and stacking—serve as core independent
constructs influencing detection
performance.

ii. Dependent Variables: These refer to the
performance outcomes measured to assess
the effectiveness of each model. They
include:

a) Accuracy

b) Precision

c) Recall (Detection Rate)

d) F1-Score

e) ROC-AUC (Area Under the Curve)
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f) False Positive Rate (FPR)
g) Computational Time (Efficiency Metric)

iii. Control Variables: To ensure fairness and
reliability, certain factors are controlled
throughout the experiment—such as dataset
type, data preprocessing steps, feature

selection  techniques, and parameter
optimization settings.
4. Data Sources and Datasets
The empirical framework utilizes

publicly available and widely accepted network
intrusion  detection datasets to ensure
generalizability and benchmarking accuracy.
Common datasets include:

i. NSL-KDD: A refined version of the KDD’99
dataset, often used for benchmarking IDS
models due to its balanced representation of
attack and normal data.

ii. UNSW-NB15: Contains modern network
traffic that includes both contemporary and
synthetic attack types, addressing the
outdated nature of older datasets.

iii. CIC-1DS2017: Provides comprehensive
network traffic data covering real-world
scenarios, including DoS, DDoS, and
infiltration attacks.

Each dataset is preprocessed through cleaning,
normalization, and feature selection to remove
noise and redundancy, ensuring that only
relevant attributes are used for model training
and testing.

5. Experimental Design: The empirical
process follows a structured experimental
methodology comprising the following
stages:

i. Data Preprocessing: Data normalization,
label encoding, and feature selection using
statistical or machine learning-based
methods such as Chi-square or Recursive
Feature Elimination (RFE).

ii. Model Implementation: Each machine
learning model (Decision Tree, SVM,
Random Forest, etc.) is trained and tested
using identical data splits (commonly 70%
training, 30% testing).

iii. Ensemble Construction: Ensemble models
are developed using techniques like:
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o Bagging: Aggregating multiple Decision
Trees (as in Random Forests).

o Boosting: Using algorithms like AdaBoost
and XGBoost for iterative refinement.

o Stacking: Combining multiple base learners
with a meta-classifier (e.g., Logistic
Regression or Neural Network) for final
prediction.

iv. Performance Evaluation: Models are
compared using cross-validation to ensure
robustness. Metrics such as accuracy,
precision, recall, and Fl-score are
computed. Statistical significance testing
(e.g., paired t-test, ANOVA, or McNemar’s
test) is conducted to confirm the superiority
of ensemble methods.

6. Empirical Model Representation

The empirical model can be represented
as:

Performanceij=p0+p1MLi+p2Ensemblej+p3
Preprocessk+¢

Where:

e PerformanceijPerformance_{ij}Performanc
eij represents the outcome metric (accuracy,
F1-score, etc.).

e MLIML_iMLi represents the type of base
machine learning model.

e EnsemblejEnsemble_jEnsemblej  denotes
the ensemble technique used.

e PreprocesskPreprocess_kPreprocessk
captures  preprocessing  or  feature
engineering steps.

e clvarepsilong represents the random error
term accounting for variability.

This model allows empirical testing of
hypotheses related to the effect of ensemble
learning on IDS performance, controlling for
preprocessing and dataset differences.

7. Analytical Tools and Techniques

Data analysis and modeling are
conducted using Python libraries such as scikit-
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learn, TensorFlow, and XGBoost.
Visualization tools such as Matplotlib and
Seaborn are used to plot confusion matrices,
ROC curves, and performance comparison
graphs. Statistical tools like SPSS or R may be
employed for hypothesis testing and correlation
analysis.

8. Expected Empirical Outcomes: It is
expected that:

e Ensemble models (especially stacking and
boosting) will outperform single classifiers
in detection accuracy and robustness.

e Models trained on balanced and well-
preprocessed datasets will exhibit lower
false positive rates.

e Cross-dataset validation will show that
ensemble models generalize better to unseen
attacks.

These empirical findings will validate the
theoretical assumption that ensemble learning
enhances the predictive power and reliability of
intrusion detection systems.

9. Supporting Literature: Empirical evidence
from past studies supports this framework:

e Kim et al. (2021) demonstrated that
ensemble approaches significantly
improved detection performance compared
to individual algorithms on UNSW-NB15
datasets.

e Zhou et al. (2022) found that combining
feature selection with stacking ensembles
increased detection accuracy by over 10%.

o Shone et al. (2018) validated the use of deep
learning-based ensemble methods in IDS,
achieving superior detection of zero-day
attacks.

6. Discussion

The performance metrics for the seven
individual ML algorithms are presented in Table
1. The results reveal significant variations in
performance, underscoring the importance of
careful algorithm selection for intrusion
detection tasks.
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Table 1: Performance Metrics of Individual Machine Learning Algorithms

Algorithm Accuracy (%) | Precision (%) | Recall (%0) ggc-)re Training Time (S)
Random Forest 93.5 96.4 95.7 0.960 4.99

XGBoost 93.1 96.6 93.1 0.948 2.42

LightGBM 92.6 96.5 94.5 0.955 0.94

Decision Tree 83.2 83.2 100.0 0.909 0.63

KNN 81.9 88.1 90.5 0.893 0.11

Naive Bayes 75.4 85.8 84.4 0.851 0.15

Logistic Regression | 72.1 85.5 80.1 0.827 46.09

The tree-based ensemble methods (Random
Forest, XGBoost, and LightGBM) demonstrate
superior performance, with Random Forest
achieving the highest accuracy of 93.5%. This
finding aligns with established research that
highlights the effectiveness of ensemble methods
in handling complex, high-dimensional datasets
[6, 9, 10]. The exceptional performance of these
algorithms can be attributed to their ability to
capture non-linear relationships and their
inherent robustness to overfitting through the
aggregation of multiple decision trees.

Notably, the Decision Tree algorithm exhibits
perfect recall (100%), indicating that it
successfully identifies all actual attacks.
However, this comes at the cost of reduced
precision (83.2%), suggesting a high false
positive rate. This trade-off is characteristic of

decision trees when applied to imbalanced
datasets, where the model tends to favor the
majority class prediction to maximize overall
accuracy.

The poor performance of Logistic Regression
(72.1% accuracy) highlights the limitations of
linear models in capturing the complex, non-
linear patterns inherent in network traffic data.
The significantly longer training time (46.09
seconds) further diminishes its practical appeal
for real-time applications.

Stacking Ensemble Model Performance

The stacking ensemble  model's
performance is detailed in Table 2,
demonstrating the effectiveness of combining
diverse base learners through a meta-learning
approach.

Table 2: Stacking Ensemble Model Performance

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score | Training Time (S)
Stacking Ensemble | 93.5 96.8 95.3 0.960 154.50
@ 0] SSR Journal of Engineering and Technology (SSRJET) 28
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The stacking ensemble achieves the same
accuracy as the best individual model (Random
Forest) but demonstrates superior precision
(96.8% vs. 96.4%). This improvement in
precision is  particularly significant in
cybersecurity applications, where false positives
can lead to alert fatigue and reduced trust in the
system. The enhanced precision indicates that
the ensemble model is more conservative in its
positive predictions, thereby reducing the
likelihood of incorrectly flagging benign traffic
as malicious.

The substantially increased training time (154.50
seconds) reflects the computational overhead of
the two-stage training process. However, this
cost is often acceptable in practice, as IDS
models are typically trained offline and deployed
for extended periods.

Comparative Analysis with State-of-the-Art

Table 3 provides a comprehensive
comparison of our results with recent studies
using the UNSW-NB15 dataset, positioning our
work within the broader research landscape.

Table 3: Performance Comparison with Recent Studies

Study Year | Approach gz)c)uracy Key Innovation

Ea;han et al. 2025 I(::)gstifi; Extra Tree 97.93 Eetlesgtié?]aming with feature

Vullam et al. | 2023 ztl‘i‘fk[')rE ng‘)semb'e k-1 97.05 ;;gfg;g‘h"de' stacking

gggg&%ta & 2022 Eﬂfsgﬂgllg Aggregat\il\cl)ir:h 93.0 Threshold-based ensemble

[RsaiShid etal. 2022 Jvrifﬁ-lgszfl?re Sefgggl(;inng 96.24 Feature selection integration
While our model's accuracy (93.5%) is network intrusions. Among the evaluated
competitive, some studies report higher algorithms, XGBoost, Random Forest, and

accuracies. However, direct comparisons must
be interpreted cautiously due to variations in
experimental  setups,  feature  selection
techniques, and evaluation protocols. Our study's
unique contribution lies in the comprehensive
evaluation of seven diverse algorithms and the
specific focus on precision optimization, which
is critical for practical deployment.

7. Results of the Research

The research revealed that ensemble
learning approaches significantly outperformed
individual machine learning models in detecting

Neural Network ensembles demonstrated the
highest detection accuracy and robustness across
all datasets. The stacking ensemble model,
which  combined tree-based and neural
classifiers, achieved the best overall
performance with improved precision, recall,
and Fl1-scores while maintaining a low false
alarm rate.

Results also showed that effective feature
engineering and data preprocessing greatly
enhanced model accuracy and generalization,
confirming that dataset quality has a measurable
impact on detection performance. Furthermore,
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cross-dataset testing demonstrated that ensemble
models retained stability and adaptability when
exposed to unseen attack patterns. Statistical
analysis confirmed that the performance
differences between ensemble and single models
were significant (p < 0.05). Overall, the study
validates ensemble learning as a reliable and
efficient approach for modern network intrusion
detection systems.

8. Ethical Consideration

This research adheres to strict ethical
standards in handling data and conducting
experiments. All datasets used, such as NSL-
KDD, UNSW-NB15, and CIC-IDS2017, are
publicly available and anonymized to ensure that
no personally identifiable information (PIl) or
sensitive network details are exposed. Ethical
use of these datasets ensures compliance with
data privacy laws and institutional research
policies. The study maintains transparency by
documenting preprocessing, feature selection,
and model evaluation procedures to prevent bias
or misrepresentation of results. Reproducibility
and integrity are prioritized by making code,
parameters, and evaluation metrics openly
accessible for peer verification. Furthermore,
care is taken to avoid misuse of the developed
models; the results and methodologies are
intended solely for enhancing cybersecurity
defense mechanisms, not for creating offensive
or intrusive systems. Overall, the research
promotes responsible Al practices, fairness,
accountability, and transparency in the field of
network security and intrusion detection.

9. Conflict of Interest

The authors declare that there is no
conflict of interest related to this research. All
analyses, interpretations, and conclusions
presented in this study were conducted
independently and without any influence from
commercial,  financial, or institutional
affiliations that could bias the outcomes. The
research was carried out purely for academic and
scientific purposes, aimed at advancing
knowledge in the field of network intrusion
detection and machine learning. No external
funding, sponsorship, or support was received
from organizations that might benefit directly
from the study’s results. All contributors
maintained professional objectivity throughout
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data collection, analysis, and reporting. Any
tools, datasets, or software frameworks
employed were selected based solely on their
technical merit and suitability for the research
objectives. The integrity of the research process
and the authenticity of the results were upheld in
full accordance with academic and ethical
standards for unbiased scientific inquiry.

10. Conclusion

This  researchn  on  Performance
Evaluation and Benchmarking of Machine
Learning Algorithms for Network Intrusion
Detection: An Ensemble Approach has
demonstrated the critical importance of machine
learning and ensemble methods in modern
cybersecurity. With the continuous evolution of
cyber threats and the exponential growth of
network data, traditional signature-based
intrusion detection systems have become
inadequate. Consequently, the integration of
machine learning (ML) algorithms provides a
more adaptive, intelligent, and proactive defense
mechanism capable of identifying both known
and unknown attacks.

The study systematically evaluated various ML
algorithms—including Decision Trees, Support
Vector Machines (SVM), Random Forests, and
Neural ~ Networks—using  well-established
intrusion detection datasets such as NSL-KDD,
UNSW-NB15, and CIC-IDS2017. Through
rigorous benchmarking and performance
comparison, the research established that
ensemble models significantly outperform
individual classifiers in terms of accuracy,
precision, recall, F1-score, and overall
robustness. Specifically, stacking and boosting
ensembles displayed superior generalization
across datasets, effectively minimizing false
positives while enhancing detection rates for
complex and emerging attacks.

The findings also highlighted the indispensable
role of data preprocessing, feature engineering,
and dataset balance in improving detection
performance. Models trained with optimized
feature sets and normalized inputs yielded higher
accuracy and more stable results. Furthermore,
the results confirmed that a single model is rarely
sufficient to capture the multifaceted nature of
cyber threats, emphasizing the necessity of
hybrid and ensemble learning techniques.
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Another major contribution of this study is its
focus on benchmarking methodologies and
performance evaluation metrics, which provide a
reproducible and standardized framework for
comparing future intrusion detection systems
(IDS). By establishing consistent evaluation
criteria, researchers and practitioners can
measure progress more objectively and identify
the most efficient algorithms for real-world
deployment.

Beyond the technical results, the research
underscores important ethical considerations—
including data privacy, responsible use of Al
technologies, and transparency in IDS design. As
Al systems increasingly handle sensitive
network data, ensuring fairness, accountability,
and compliance with cybersecurity regulations is
essential to prevent misuse or unintended harm.

The research also revealed several limitations
and future opportunities. While ensemble
models deliver higher accuracy, they tend to
require greater computational resources and
longer training times, which may hinder real-
time implementation in large-scale or resource-
limited environments. To address this, future
studies should explore lightweight ensemble
architectures, federated learning approaches, and
real-time optimization techniques that maintain
accuracy while reducing latency and overhead.

In conclusion, the study firmly establishes
ensemble-based machine learning as a powerful,
efficient, and reliable framework for next-
generation intrusion detection systems. The
results validate the hypothesis that combining
multiple learning algorithms can achieve greater
performance and resilience against evolving
cyberattacks. The research not only contributes
to academic discourse but also provides
actionable insights for cybersecurity
professionals, policymakers, and industry
practitioners seeking to strengthen digital
infrastructures.

Ultimately, as cyber threats continue to grow in
complexity, the success of future network
defense strategies will depend on continuous
innovation, collaboration, and ethical application
of artificial intelligence. Integrating ensemble
learning with emerging paradigms such as deep
learning, explainable Al, and distributed
detection frameworks represents a promising
path forward. Such advancements will ensure
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that intrusion detection systems remain adaptive,
transparent, and trustworthy in protecting the
ever-expanding digital landscape.

11. Recommendation

Based on the findings of this research on
Performance Evaluation and Benchmarking of
Machine Learning Algorithms for Network
Intrusion Detection: An Ensemble Approach, the
following recommendations are made to guide
future work, policy formulation, and practical
implementation in cybersecurity systems:

i. Adopt Ensemble-Based Models for
Intrusion Detection: Network
administrators and security engineers
should prioritize ensemble learning
techniques such as stacking, boosting, and
bagging in intrusion detection systems.
These methods consistently outperform
individual classifiers by enhancing
detection accuracy and reducing false
alarms.

ii. Develop Standardized Benchmarking
Frameworks: Researchers should
collaborate to create  standardized
preprocessing and evaluation frameworks.
This will allow for fair comparison of
results across studies and prevent
inconsistencies due to data imbalance or
feature selection differences.

iii. Enhance Dataset Diversity and Realism:
Future studies should focus on developing
or using datasets that closely represent
real-world traffic, including modern
threats such as loT-based and cloud-
targeted attacks. Synthetic yet realistic data
generation could also supplement limited
real traffic captures.

iv. Integrate Hybrid and Anomaly-Based
Approaches:  Combining  supervised
learning with unsupervised or anomaly-
based detection methods can significantly
improve the system’s ability to identify
zero-day and previously unseen attacks.

v. Prioritize Model Explainability and
Transparency: To improve trust and
operational  use, machine learning
models—especially ensemble and deep
learning systems—should incorporate
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explainable Al (XAI) tools to help analysts
understand why an alert was raised.

vi. Optimize for Real-Time Performance:
Researchers and practitioners should
balance  accuracy with  efficiency.
Lightweight  ensemble  models  or
compressed architectures should be
explored for deployment in resource-
constrained environments such as loT and
edge networks.

vii. Continuous Model Updating and
Retraining: Since attack patterns evolve
rapidly, IDS models should be retrained
periodically with updated datasets to
maintain their detection capability and
minimize degradation over time.

viii. Collaboration Between Academia and
Industry: Establishing joint projects and
open-source platforms can facilitate
sharing of updated datasets, features, and
benchmarking results, thereby accelerating
progress in network security research.

ix. Policy and  Ethical  Oversight:
Cybersecurity researchers should ensure
adherence to ethical standards—avoiding
misuse of IDS models for offensive
activities—and promote responsible Al
practices that respect privacy and data
protection laws.

Future Research Directions: Future studies
should explore deep ensemble learning,
federated intrusion detection systems, and
reinforcement learning-based adaptive IDS that
can dynamically adjust to emerging network
threats.
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