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INTRODUCTION 

Cybercrime has emerged as a pervasive global 

threat to socio-economic stability, undermining 

trust in digital infrastructures, disrupting 

organisational operations, and inflicting 

substantial financial losses. Nigeria is no 

exception to this trajectory. The rapid expansion 

of digital technologies has created new avenues 

for economic growth and service delivery, yet it 

Abstract  Original Research Article 

Cybercrime has become a global menace to socio-economic stability, undermining trust in digital systems, 

disrupting business operations, and causing significant financial losses, and Nigeria is no exception. In recent 

years, Calabar Municipal Council, Cross River State, has experienced a marked increase in cyber-related 

offences between 2018 and 2024, including online fraud, ATM skimming, phishing, and social media 

impersonation. These incidents have eroded public trust, inflicted financial losses, and exposed systemic 

weaknesses in confidentiality, integrity, and availability of digital systems. The challenge is compounded by 

limited digital literacy, weak law enforcement capacity, and the normalisation of youth involvement in 

cybercrime subcultures such as “Yahoo Yahoo.” The study pursues clear objectives: to evaluate cybersecurity 

awareness and digital literacy, identify dominant cybercrime typologies, analyse socio-economic and cultural 

drivers of youth participation, and assess the effectiveness of law enforcement agencies in Calabar. 

Methodologically, it adopts an investigative design that integrates surveys, interviews, case studies, and 

secondary data analysis, guided by frameworks including the CIA Triad, the NIST Cybersecurity Framework, 

and ISO 27001. Findings reveal a rise in fraud, phishing, ATM skimming, and impersonation, with consequences 

including financial losses, reputational damage, operational disruption, and weakened investor confidence. 

Youth involvement, driven by unemployment and socio-economic strain, intensifies the problem, while 

fragmented governance structures hinder effective responses. The significance of this study lies in bridging the 

gap between national cybersecurity strategies and municipal realities, providing empirical evidence that situates 

cybercrime within local socio-economic contexts. Policy and practice implications include strengthening law 

enforcement capacity, enhancing digital literacy, aligning municipal governance with international standards, 

and designing youth-focused interventions to redirect digital skills towards constructive innovation. 
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has simultaneously exposed individuals, 

businesses, and public institutions to 

unprecedented vulnerabilities. 

Within Calabar Municipal Council, Cross River 

State, the period 2018–2024 has witnessed a 

marked escalation in cyber-related offences, 

including online fraud, ATM skimming, 

phishing, and social media impersonation. These 

incidents have compromised the confidentiality, 

integrity, and availability of digital systems — 

the core pillars of information assurance — 

thereby eroding public Confidence and exposing 

systemic weaknesses in local cybersecurity 

governance. 

The challenge is compounded by limited digital 

literacy among residents, inadequate law 

enforcement capacity, and the normalisation of 

youth involvement in Cybercrime subcultures 

such as “Yahoo Yahoo.” While national-level 

statistics and policy frameworks have received 

considerable scholarly and governmental 

Attention, the localised impact of cybercrime in 

municipalities such as Calabar Remains 

underexplored. Existing studies have 

predominantly focused on metropolitan centres 

like Lagos, Abuja, and Port Harcourt, leaving 

Calabar Underrepresented in national 

cybersecurity discourse. 

This research gap underscores the necessity of 

municipal-level analysis that captures the socio-

economic consequences of cybercrime within 

specific communities. By situating the study in 

Calabar, the research provides localised. 

Evidence that bridges national strategies with 

community realities, thereby contributing to the 

broader discourse on resilience, governance, and 

cybersecurity capacity-building. 

 

OBJECTIVES OF THE STUDY 

The overarching aim of this study is to 

investigate the socio-economic consequences of 

cybercrime in Calabar Municipal Council 

between 2018 and 2024. To achieve this aim, the 

study pursues the following objectives: 

·To evaluate levels of cybersecurity awareness 

and digital literacy among individuals, 

businesses, and public institutions. 

· To identify and categorise the dominant 

typologies of cybercrime within the 

municipality. 

·To analyse the socio-economic and cultural 

drivers underpinning youth participation in 

cybercrime subcultures. 

· To assess the operational effectiveness of law 

enforcement agencies in mitigating cyber 

threats. 

· To examine the broader societal consequences 

of cybercrime, including its impact on trust, 

economic stability, and governance. 

 

LITERATURE REVIEW 

The conceptualisation of cybercrime has long 

challenged scholars due to its multidimensional 

and evolving nature. David S. Wall (2007) 

provides one of the most influential frameworks, 

categorising cybercrime into cyber trespass 

(unauthorised access), cyber deception/theft 

(fraud and identity theft), and cyber 

pornography/violence (online abuse and 

exploitation). His tripartite model remains 

significant because it simplifies complexity into 

categories that law enforcement can 

operationalise, while Peter N. Grabosky (2001) 

emphasises the transnational nature of 

cybercrime, noting that offenders can target 

victims across continents with minimal physical 

presence. This perspective highlights 

jurisdictional gaps and the urgent need for cross-

border legal frameworks and intelligence 

sharing. 

Sabillon, Cano, Cavaller, and Serra (2016) 

conceptualise cybercrime as criminal activity 

exploiting digital systems, networks, and 

devices, often targeting the confidentiality, 

integrity, and availability of data. Their 

hierarchical taxonomy underscores the layered 

nature of offences, ranging from low-level 

phishing to sophisticated ransomware campaigns 

against critical infrastructures. Holt and Bossler 

(2016) adopt a criminological lens, linking 

cybercrime to routine activity theory and social 

learning theory. They argue that opportunities in 

digital environments, combined with 

reinforcement within online communities, 

facilitate misconduct. This behavioural 
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perspective complements technical analyses by 

situating cybercrime within everyday social 

practices. Together, these scholars illustrate that 

cybercrime cannot be understood solely as a 

technical phenomenon. It is simultaneously 

legal, sociological, and cultural, requiring 

interdisciplinary responses that integrate 

governance, criminology, and digital literacy. 

 

TYPOLOGIES OF CYBERCRIME 

Typologies provide analytical frameworks for 

mapping the evolving terrain of cyber threats. 

Several forms are particularly relevant to Calabar 

Municipal Council: 

· Financial fraud and identity theft: These are 

among the most pervasive forms of cybercrime, 

destabilising institutions and eroding public 

trust. Fraud encompasses deceptive practices 

such as online scams, while identity theft 

involves the misuse of personal data for financial 

gain. In Calabar, ATM skimming incidents in 

2020 illustrate how physical infrastructure 

converges with digital exploitation. 

·Phishing and social engineering: These crimes 

manipulate human psychology rather than 

technical systems. Offenders exploit urgency, 

fear, and trust to deceive victims into revealing 

sensitive information. Phishing emails, smishing 

(SMS phishing), and vishing (voice phishing) 

exemplify scalable attacks, while targeted social 

engineering demonstrates interpersonal 

sophistication. 

·ATM and card skimming: Card skimming 

demonstrates the hybrid nature of cybercrime, 

blending traditional tactics with digital 

innovation. Devices such as skimmers capture 

card data, enabling fraudsters to clone cards or 

sell information on the dark web. 

· Social media impersonation: Impersonation 

on platforms such as Facebook and Instagram 

has become increasingly common in Calabar. 

Fraudsters create fake profiles to deceive 

victims, solicit money, or damage reputations. 

This typology highlights the erosion of trust in 

online interactions and the vulnerability of 

communities with limited digital literacy. These 

typologies demonstrate that cybercrime in 

Calabar is both technologically sophisticated and 

socially embedded, exploiting weaknesses in 

systems and human behaviour alike. 

 

Socio-economic and Cultural Drivers of 

Cybercrime 

David S. Wall (2007): Wall’s tripartite 

framework — cyber trespass, cyber 

deception/theft, and cyber pornography/violence 

provides a foundation for understanding how 

socio-economic conditions shape cybercrime. 

His emphasis on cyber deception/theft is 

particularly relevant to Calabar, where fraud, 

phishing, and ATM skimming dominate. Wall 

argues that cybercrime destabilises socio-

economic systems by eroding trust in digital 

infrastructures. In Calabar, households and small 

businesses suffer financial insecurity because 

socio-economic strain magnifies vulnerability to 

deception. Wall’s work demonstrates that 

cybercrime is not only a technical act but also a 

socio-economic phenomenon, driven by 

inequality and the erosion of trust in institutions. 

Also, Peter N. Grabosky (2001) highlights the 

transnational character of cybercrime, stressing 

that offenders exploit global connectivity to 

target victims across borders. He notes that 

socio-economic deprivation and unemployment 

often push individuals into cybercrime, while 

global opportunity structures make such offences 

lucrative. In Calabar, social media impersonation 

illustrates this dynamic: local offenders exploit 

cultural familiarity to deceive victims abroad, 

while unemployment and peer influence sustain 

participation. Grabosky’s perspective shows 

how local socio-economic realities intersect with 

global networks, situating Calabar’s cybercrime 

as both a survival strategy and a transnational 

menace. 

Ramon Sabillon, Cano, Cavaller, & Serra (2016) 

conceptualise cybercrime as layered, ranging 

from low-level phishing to sophisticated 

ransomware campaigns. They argue that socio-

economic deprivation and fragmented 

governance intensify vulnerabilities in 

confidentiality, integrity, and availability. Their 

taxonomy demonstrates how cultural drivers, 

such as the normalisation of “Yahoo Yahoo,” 

exploit systemic weaknesses. In Calabar, youth 

involvement in fraud and impersonation reflects 
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Sabillon’s view that cybercrime thrives where 

institutions lack resilience and communities face 

socio-economic strain. Their critique of 

fragmented governance is particularly relevant, 

as weak municipal alignment with international 

standards leaves Calabar exposed to escalating 

threats. Moreover, Thomas J. Holt & Adam M. 

Bossler (2016) apply routine activity theory and 

social learning theory to explain cybercrime. 

Routine activity theory suggests that everyday 

digital practices such as online banking or social 

media use   create opportunities for offenders, 

particularly in contexts of low digital literacy. 

Social learning theory highlights how 

reinforcement within peer groups sustains 

deviant behaviour. In Calabar, youth 

participation in “Yahoo Yahoo” illustrates both 

theories: unemployment and socio-economic 

strain create opportunities, while peer networks 

normalise cybercrime as a pathway to wealth. 

Holt and Bossler’s work demonstrates that socio-

economic and cultural drivers are embedded in 

daily routines and social interactions, making 

prevention dependent on altering both 

opportunity structures and cultural norms. 

Majid Yar (2013) situates cybercrime within 

broader social structures and cultural contexts, 

arguing that it reflects both technological 

innovation and cultural deviance. He emphasises 

that socio-economic inequality and cultural 

acceptance of misconduct shape online 

behaviour. In Calabar, the normalisation of 

“Yahoo Yahoo” exemplifies Yar’s argument: 

cybercrime becomes culturally embedded as a 

legitimate survival strategy in the face of 

unemployment and poverty. Yar’s perspective 

highlights the ethical ambiguities of cybercrime, 

showing how socio-economic drivers intersect 

with cultural norms to erode moral boundaries. 

His work bridges sociology and criminology, 

demonstrating that cybercrime cannot be 

addressed solely through technical measures but 

requires cultural reorientation and socio-

economic reform. 

Consequently, the United Nations Office on 

Drugs and Crime (2019) global report on 

cybercrime emphasises the socio-economic 

consequences of digital offences, including 

financial losses, reputational damage, and 

erosion of trust. It identifies youth 

unemployment as a critical driver of cybercrime 

participation, reinforcing findings from Calabar 

where socio-economic strain fuels “Yahoo 

Yahoo.” The report also highlights cultural 

drivers, noting that subcultures normalising 

cybercrime undermine ethical standards and 

long-term development. UNODC stresses the 

need for vocational alternatives and awareness 

campaigns to redirect digital talent towards 

constructive innovation. Its perspective situates 

Calabar’s realities within global patterns, 

showing how socio-economic deprivation and 

cultural acceptance converge to sustain 

cybercrime. 

 

Law Enforcement Role in Cybercrime 

Mitigation 

The role of law enforcement in addressing 

cybercrime has been consistently problematised 

in scholarly discourse, with multiple authors 

emphasising the need for reform, capacity-

building, and international cooperation. Wall 

(2007) argues that traditional policing models 

are inadequate for the digital environment, 

noting that fragmented enforcement structures 

embolden offenders. His call for stronger 

institutional responses connects directly with 

Sabillon, Cano, Cavaller, and Serra (2016), who 

critique fragmented governance frameworks and 

stress that enforcement agencies must align with 

international standards such as the NIST 

Cybersecurity Framework and ISO 27001. In 

Calabar, these weaknesses are evident in the 

limited technical expertise of municipal police, 

inadequate forensic tools, and poor inter-agency 

collaboration, leaving enforcement reactive 

rather than proactive. 

Holt and Bossler (2016) extend this critique by 

emphasising that enforcement must integrate 

criminological theory with technical expertise. 

They argue that cybercrime is embedded in 

everyday social practices, meaning law 

enforcement must understand both technical 

mechanisms and socio-cultural drivers. Their 

application of routine activity theory and social 

learning theory highlights how offenders exploit 

daily digital routines and peer reinforcement, a 

dynamic clearly visible in Calabar’s “Yahoo 

Yahoo” subculture. This perspective connects 



SSR Journal of Arts, Humanities and Social Sciences (SSRJAHSS) | ISSN: 3049-0391 | Vol 3 | Issue 7 | 2026 

 SSR Journal of Arts, Humanities and Social Sciences (SSRJAHSS) | Published by SSR Publisher  128 

 

with Yar’s sociological emphasis on cultural 

deviance, showing that enforcement cannot 

succeed without engaging with the socio-

economic and cultural realities that sustain 

cybercrime. Grabosky (2001) situates 

enforcement within a transnational framework, 

stressing that local agencies cannot succeed 

without international cooperation. He highlights 

jurisdictional gaps as a major barrier, noting that 

offenders often operate across borders with 

minimal physical presence. In Calabar, social 

media impersonation illustrates this challenge, as 

victims frequently reside outside Nigeria. 

Grabosky’s view complements Sabillon’s call 

for integrated frameworks, showing that 

enforcement must bridge municipal realities with 

global collaboration. Zhang and Xu (2019) 

reinforce these arguments by focusing on 

governance challenges in developing countries. 

They identify resource constraints and weak 

institutional capacity as barriers to effective 

enforcement, noting that agencies often lack the 

technical expertise and financial resources 

needed to investigate and prosecute cybercrime. 

Their perspective connects directly with the 

United Nations Office on Drugs and Crime 

(2019), which emphasises the importance of 

specialised training, inter-agency collaboration, 

and public awareness campaigns. UNODC 

identifies weak enforcement capacity as a global 

challenge, particularly in contexts where 

cybercrime is transnational, and recommends 

investment in training, recruitment of digital 

forensic experts, and collaboration with 

international agencies. 

 

Consequences of Cybercrime 

The consequences of cybercrime extend far 

beyond immediate financial losses, 

encompassing reputational damage, operational 

disruption, and socio-cultural erosion, and 

scholars have consistently emphasised these 

multidimensional impacts. Wall (2007) argues 

that cybercrime destabilises socio-economic 

systems by eroding trust in digital 

infrastructures, a point that resonates strongly in 

Calabar, where households and businesses suffer 

insecurity due to fraud and phishing. His view 

connects with Sabillon, Cano, Cavaller, and 

Serra (2016), who highlight how breaches 

compromise confidentiality, integrity, and 

availability, thereby weakening institutional 

resilience and investor confidence. Together, 

these perspectives show that cybercrime 

undermines both individual security and broader 

economic stability. 

Grabosky (2001) adds a transnational dimension, 

noting that victims often extend beyond local 

boundaries, which magnifies reputational harm 

and complicates recovery. In Calabar, social 

media impersonation exemplifies this, as 

reputational damage affects not only local 

victims but also international contacts, thereby 

eroding trust across borders. This connects 

directly with Williams, Burnap, and Sloan 

(2017), who demonstrate how cybercrime 

discourages investment and reduces 

productivity, particularly among small and 

medium-sized enterprises that lack resilience 

against digital threats. Their findings reinforce 

the argument that reputational damage is as 

consequential as financial loss, shaping long-

term economic trajectories. 

Holt and Bossler (2016) extend the analysis by 

linking consequences to criminological theory, 

showing that youth involvement perpetuates 

cycles of deviance through social learning. In 

Calabar, the “Yahoo Yahoo” subculture 

illustrates how socio-economic strain and peer 

reinforcement normalise cybercrime, 

undermining ethical standards and threatening 

long-term development. This sociological 

insight connects with Yar (2013), who situates 

cybercrime within cultural contexts, arguing that 

its normalisation erodes moral boundaries and 

reshapes community values. The cultural 

consequences are therefore inseparable from the 

socio-economic ones, as communities adapt to 

deviance as though it were legitimate survival. 

Finally, the United Nations Office on Drugs and 

Crime (2019) situates these consequences within 

global policy frameworks, emphasising that 

financial losses, reputational harm, and erosion 

of trust weaken governance and divert resources 

from development. UNODC’s perspective 

connects with Zhang and Xu (2019), who 

highlight how weak governance in developing 

countries magnifies these harms, leaving 

institutions unable to anticipate or mitigate 
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evolving threats. In Calabar, this is evident in the 

diversion of municipal resources towards 

cybercrime mitigation rather than developmental 

projects, illustrating how consequences ripple 

through governance structures. Taken together, 

these scholarly perspectives form a coherent 

narrative: Wall and Sabillon emphasise systemic 

destabilisation; Grabosky and Williams 

highlight reputational and economic disruption; 

Holt, Bossler, and Yar stress cultural erosion and 

cycles of deviance; while UNODC and Zhang & 

Xu underscore governance strain and diverted 

resources. In Calabar, these consequences 

converge to show that cybercrime is not merely 

a technical offence but a socio-economic and 

cultural phenomenon whose impacts weaken 

households, businesses, institutions, and 

communities alike. 

 

SIGNIFICANCE OF THE STUDY 

This study is of considerable significance for 

organisations and institutions striving to 

strengthen their cybersecurity posture amidst an 

increasingly sophisticated and volatile threat 

environment. By situating the analysis within 

Calabar Municipal Council, the research 

illuminates the expanding attack surface created 

by heightened internet penetration, mobile 

device proliferation, and the digitisation of 

financial services. The findings underscore how 

localised vulnerabilities intersect with global 

threat vectors, thereby offering critical 

intelligence for both policy and practice. 

Through its engagement with internationally 

recognised frameworks such as the CIA Triad, 

NIST Cybersecurity Framework, and ISO 

27001, The study contributes to the development 

of robust, standards-aligned security strategies. 

These strategies are not only designed to mitigate 

immediate risks. But also to enhance long-term 

organisational resilience. In doing so, the 

Research advances the discourse on cyber 

resilience by demonstrating how Municipal-

level insights can inform national strategies and 

global best practices. The competitive advantage 

derived from improved resilience is particularly 

salient in today’s complex and dynamic threat 

landscape, where adversaries exploit both 

technical and human vulnerabilities. By 

providing evidence-based recommendations, the 

study equips organisations with the capacity to 

anticipate, withstand, and recover from cyber 

incidents, thereby safeguarding critical assets 

and sustaining trust in digital ecosystems. 

 

METHODOLOGY 

This study employs a rigorous investigative 

research design that integrates both qualitative 

and quantitative methodologies to interrogate the 

dynamics of cybercrime within Calabar 

Municipal Council. The design emphasises 

methodological triangulation to enhance 

validity, reliability, and depth of analysis, 

ensuring that findings are both empirically 

grounded and contextually nuanced. 

Surveys were deployed through structured 

questionnaires targeting individuals, businesses, 

and public institutions. These instruments 

captured metrics on cybersecurity awareness, 

digital literacy, and direct experiences with 

cybercrime. The survey data provided 

quantifiable indicators of prevalence, typological 

distribution, and socio-economic impact, thereby 

establishing a Statistical foundation for 

subsequent qualitative inquiry. 

Semi-structured interviews were conducted with 

law enforcement officials, ICT professionals, 

and victims of cybercrime. These interviews 

elicited granular insights into enforcement 

challenges, institutional capacity gaps, and lived 

experiences of cyber victimisation. The 

qualitative narratives enriched the dataset by 

exposing systemic vulnerabilities and 

governance deficiencies that are often obscured 

in quantitative measures. 

Case Studies were undertaken on selected 

incidents, including fraud, phishing, and ATM 

incidents skimming, and social media 

impersonation. Each case was subjected to 

contextual analysis enabling the identification of 

the offender's modus operandi, exploitation of 

victim vulnerabilities, and institutional response 

mechanisms. This approach facilitated a deeper 

understanding of the operational ecology of 

cybercrime in the local environment. 

Secondary data were systematically analysed 

from government agencies, financial institutions, 
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and international organisations. These sources 

provided comparative perspectives, situating 

local findings within broader national and Global 

cybersecurity landscapes. The integration of 

secondary data reinforced the robustness of the 

study by enabling cross-validation and 

highlighting Divergences between local realities 

and global trends. This multi-method design thus 

operationalises a comprehensive framework for 

examining cybercrime, combining statistical 

measurement with qualitative depth to produce a 

holistic account of the phenomenon. 

 

SCOPE 

The scope of the study is Calabar Municipal 

Council, Cross River State, Nigeria, covering the 

period 2018–2024. This timeframe was selected 

to capture recent trends in cybercrime, 

coinciding with increased internet penetration, 

mobile device usage, and digital financial 

transactions in the municipality. The focus on 

Calabar is deliberate: while national-level 

studies exist, municipal-level analyses remain 

scarce. By situating the research within Calabar, 

the study provides localised evidence that 

bridges national strategies with community 

realities. The scope encompasses individuals, 

businesses, and public institutions, thereby 

reflecting the multi-sectoral impact of 

cybercrime. 

 

ANALYTICAL FRAMEWORKS 

The analytical orientation of this study is 

anchored in internationally recognised 

cybersecurity frameworks to ensure 

methodological rigour, conceptual clarity, and 

comparability with global standards. The CIA 

Triad— confidentiality, integrity, and 

availability— provides the foundational lens 

through which vulnerabilities are assessed. 

Cybercrime incidents in Calabar are interrogated 

in terms of their disruption of these pillars, 

whether through unauthorised data exfiltration, 

manipulation of digital assets, or denial-of-

service attacks that compromise system 

availability. 

Complementing The NIST Cybersecurity 

Framework offers a structured schema for 

evaluating institutional resilience. Its core 

functions identify, protect, detect, respond and 

recover are operationalised to examine the 

preparedness and adaptive capacity of local 

institutions. This framework enables a 

systematic appraisal of how organisations within 

Calabar anticipate, Mitigate and remediate cyber 

threats. 

Finally, ISO 27001 serves as the benchmark for 

governance and compliance. As an international 

standard for information security management 

systems, It provides criteria against which 

institutional practices are measured. The study 

assesses the degree of alignment between local 

organisational policies and ISO 27001 

requirements, thereby exposing gaps in 

governance, risk Management and compliance 

that exacerbate susceptibility to cybercrime. 

Together, these frameworks constitute a multi-

layered analytical architecture that integrates 

principles of information assurance, operational 

resilience, and governance compliance. This 

ensures that the study not only captures the 

empirical realities of cybercrime in Calabar but 

also situates them within globally validated 

cybersecurity paradigms. 

 

FINDINGS AND DISCUSSION 

The study revealed that cybercrime in Calabar 

Municipal Council between 2018 and 2024 has 

manifested in recurring patterns, notably fraud, 

phishing, ATM skimming, and social media 

impersonation. Fraudulent practices, ranging 

from advance-fee scams to deceptive online 

transactions, were consistently reported, 

reflecting Wall’s (2007) category of cyber 

deception and theft. Phishing attacks, often 

delivered through email and SMS, exploit low 

levels of digital literacy and mirror Holt and 

Bossler’s (2016) application of routine activity 

theory, which explains how offenders capitalise 

on everyday digital routines. ATM skimming 

incidents illustrate the hybrid nature of 

cybercrime, combining physical devices with 

digital exploitation, and align with Sabillon et 

al.’s (2016) taxonomy of layered cyber threats. 
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Social media impersonation, increasingly 

prevalent in Calabar, resonates with Grabosky’s 

(2001) emphasis on the transnational reach of 

cybercrime, as victims often extend beyond 

Nigeria’s borders. 

The socio-economic consequences of these 

crimes are profound. Financial losses were 

reported across households, businesses, and 

institutions, undermining household security and 

weakening small and medium-sized enterprises. 

These findings reinforce Wall’s (2007) argument 

that cybercrime destabilises socio-economic 

systems by eroding trust in digital 

infrastructures. Reputational damage was 

equally significant, with businesses losing 

customer confidence and individuals targeted by 

impersonation facing social stigma. This 

consequence reflects Sabillon et al.’s (2016) 

concern with the erosion of confidentiality and 

integrity in digital systems. Youth involvement 

in cybercrime, particularly through the “Yahoo 

Yahoo” subculture, was found to be widespread. 

Driven by unemployment, socio-economic 

strain, and peer influence, young people 

increasingly normalise cybercrime as a pathway 

to wealth. This finding directly supports Holt and 

Bossler’s (2016) social learning theory, which 

explains how reinforcement within peer groups 

sustains deviant behaviour. Finally, weak law 

enforcement capacity emerged as a critical 

challenge. Interviews revealed limited technical 

expertise, inadequate resources, and fragmented 

governance structures, leaving offenders 

emboldened. This incapacity reflects Sabillon et 

al.’s (2016) critique of fragmented frameworks 

and underscores Wall’s (2007) call for stronger 

institutional responses. 

However, situating these findings within 

established theoretical frameworks, the study 

demonstrates that cybercrime in Calabar is not an 

isolated phenomenon but part of broader socio-

technical dynamics. Fraud and phishing 

exemplify Wall’s cyber deception/theft, ATM 

skimming illustrates Sabillon et al.’s layered 

taxonomy, and social media impersonation 

reflects Grabosky’s emphasis on transnational 

cybercrime. The socio-economic consequences 

reinforce Holt and Bossler’s criminological 

theories: routine activity theory explains how 

everyday digital practices create opportunities 

for offenders, while social learning theory 

accounts for youth involvement in “Yahoo 

Yahoo.” Weak law enforcement capacity 

highlights the urgent need for municipal-level 

studies to complement national strategies, 

bridging the gap between abstract scholarship 

and lived local realities. In this way, the study not 

only confirms existing theoretical insights but 

also extends them by providing empirical 

evidence from a municipal context that has been 

largely neglected in Nigerian cybersecurity 

discourse. 

 

CONCLUSION 

This study has demonstrated that cybercrime in 

Calabar Municipal Council between 2018 and 

2024 is characterised by recurring patterns of 

fraud, phishing, ATM skimming, and social 

media impersonation. These typologies reveal 

the dual nature of cybercrime as both 

technologically sophisticated and socially 

embedded, exploiting weaknesses in digital 

systems and human behaviour alike. The socio-

economic consequences are profound: 

households and businesses suffer financial 

losses, institutions experience reputational 

damage, youth participation in the “Yahoo 

Yahoo” subculture normalises deviant practices, 

and law enforcement agencies struggle with 

limited technical expertise and fragmented 

governance structures. Taken together, these 

insights confirm the arguments of Wall (2007), 

Grabosky (2001), Sabillon et al. (2016), and Holt 

and Bossler (2016), while extending them by 

situating cybercrime within a municipal context 

that has been largely neglected in Nigerian 

scholarship. 

A key contribution of this study lies in its 

emphasis on localised research. While national-

level analyses have highlighted Nigeria’s role in 

global cybercrime, few studies have examined 

the municipal realities where offences are 

experienced most directly. By focusing on 

Calabar, this research bridges the gap between 

abstract theory and lived experience, providing 
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empirical evidence that situates cybercrime 

within specific socio-economic and cultural 

contexts. Such localised perspectives are 

essential for designing interventions that are 

responsive to community needs rather than 

relying solely on national or international 

frameworks. 

The implications of these findings are significant 

for policy, business resilience, and community 

awareness. From a policy perspective, there is an 

urgent need to strengthen law enforcement 

capacity at the municipal level, aligning local 

governance structures with international 

standards such as the NIST Cybersecurity 

Framework and ISO 27001. Enhanced training, 

resource allocation, and inter-agency 

collaboration would enable more effective 

detection, investigation, and prosecution of 

cybercrime. For business resilience, small and 

medium-sized enterprises must adopt proactive 

cybersecurity measures, including employee 

training, risk assessment, and compliance with 

best-practice frameworks. Building resilience 

not only protects assets but also restores investor 

confidence in Calabar’s digital economy. At the 

level of community awareness, improving digital 

literacy is paramount. Public education 

campaigns, school curricula, and community 

workshops can equip individuals with the 

knowledge to recognise and resist phishing, 

fraud, and impersonation. Youth-focused 

interventions are particularly critical, offering 

alternative pathways for digital talent to be 

channelled into constructive innovation rather 

than cybercrime. 

In conclusion, cybercrime in Calabar reflects 

global patterns but is shaped by local socio-

economic realities. Addressing it requires a 

multi-layered response that integrates policy 

reform, institutional resilience, and community 

engagement. By situating municipal experiences 

within global theoretical frameworks, this study 

contributes to both academic discourse and 

practical policymaking, underscoring the 

importance of localised research in tackling a 

global menace. 

RECOMMENDATIONS 

The findings of this study underscore the urgent 

need for a multi-layered response to cybercrime 

in Calabar Municipal Council. In line with 

international cybersecurity standards and 

criminological theory, several recommendations 

are advanced to strengthen resilience, enhance 

governance, and redirect socio-cultural 

dynamics towards constructive innovation. 

First, there is a pressing need to strengthen law 

enforcement capacity. Interviews revealed that 

local agencies lack the technical expertise, 

forensic tools, and inter-agency coordination 

required to investigate and prosecute cybercrime 

effectively. Investment in specialised training, 

recruitment of digital forensic experts, and 

provision of modern investigative technologies 

would enable law enforcement to move beyond 

reactive responses. Furthermore, collaboration 

with national and international agencies is 

essential to address the transnational nature of 

cybercrime, as emphasised by Grabosky (2001). 

Establishing dedicated cybercrime units within 

municipal police structures would ensure that 

local realities are not overshadowed by national 

priorities. 

Second, the study recommends improving digital 

literacy and awareness campaigns. Phishing and 

social engineering thrive where awareness of 

online risks is low. Public education initiatives, 

integrated into school curricula and community 

programmes, should equip individuals with the 

skills to recognise and resist fraudulent schemes. 

Awareness campaigns must be culturally 

tailored, using local languages and platforms to 

reach diverse audiences. This recommendation 

aligns with Holt and Bossler’s (2016) emphasis 

on routine activity theory, which highlights the 

role of everyday practices in creating 

opportunities for offenders. By embedding 

digital literacy into daily routines, communities 

can reduce vulnerabilities and foster a culture of 

cyber hygiene. 

Third, municipal governance structures must 

align practices with international frameworks 

such as the NIST Cybersecurity Framework and 

ISO 27001. These frameworks provide 
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structured approaches to identifying, protecting 

against, detecting, responding to, and recovering 

from cyber threats. Adoption at the municipal 

level would ensure consistency, accountability, 

and proactive risk management. The CIA 

Triad—confidentiality, integrity, and availability 

should serve as the guiding principle for all 

institutional practices, ensuring that data and 

systems are safeguarded against compromise. 

Aligning local governance with international 

standards would also restore investor 

confidence, demonstrating that Calabar is 

committed to global best practice in 

cybersecurity. 

Finally, the study highlights the importance of 

providing youth with vocational alternatives to 

cybercrime. The “Yahoo Yahoo” subculture 

thrives on unemployment, socio-economic 

strain, and peer reinforcement. Redirecting 

digital talent towards constructive innovation 

requires targeted interventions such as 

vocational training, entrepreneurship 

programmes, and incubation hubs for technology 

start-ups. By offering legitimate pathways for 

economic advancement, young people can be 

encouraged to apply their digital skills in ways 

that contribute to community development rather 

than undermine it. This recommendation 

resonates with Holt and Bossler’s (2016) social 

learning theory, which emphasises the role of 

reinforcement in shaping behaviour. Positive 

reinforcement through employment and 

innovation opportunities can counteract the 

allure of cybercrime. 

In conclusion, these recommendations 

emphasise that tackling cybercrime in Calabar 

requires more than technical solutions; it 

demands a holistic approach that integrates law 

enforcement reform, community education, 

institutional governance, and socio-economic 

interventions. By situating municipal realities 

within global cybersecurity frameworks, the 

study provides a roadmap for policy, business 

resilience, and community awareness, ensuring 

that local responses are both contextually 

relevant and internationally credible. 
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